LEHTPA/IbHbIU
NynbT

O6uwee onMcaHne cncremMbl

v.3.12.86 - 28.04.2023

(PocCHAHO




Ob6uw,ee onUMCaHUE CUCTEMbI

Oraasienue
OrnasneHwue
1 Ha3HAUCHHE CHCTEMBI ..eeeivvreieiviieesssiiesessssseeesssseesssnsseessssssessssssseessnssnes 2
1.1 TlepedeHb OOBEKTOB ABTOMATHBAIIMHI ...vvvvessvreeesssreessssnnsssssnnssssnessssssesssssseenns 3
1.2 BBITOTHACMBIE (DYHKITHH ...vvveeiuvveeessiieesssienessssessssnessssssnssssssssssssesssnssesssssneenns 4
2 OIHCAHUE CHCTEMBI ..uuvvirriiiriiseesssssssssssnssestsssesssssnnsssssssereesseessssnnsnnnnes 5
2.1 OOILIAS CTPYKTYPA CHCTEMBI ....veevvveireisreasreaseessessssessseasseessessneessnesnseessessseeses 6
2.2  OTKa30yCTOMYUBOCTD U PE3CPBUPOBAHME .....vvvveervreresnrrressssressssinesssssenssnsnes 8
2.3 Bepcun ucnosb3dyemMoro u moaaepkuBaeMoro [O..........cccvvviviiiiieeinnen, 9
3 Omnucanue B3auMOCBS3U AC C IPYTUMU CUCTEMAMM ....coevvvrernreennenes 10
3.1 Onucanue CBSI3EH MEKIY CHCTEMAMI ....c..vverveerueerieesinesreesseesseessnesneenseenses 11
3.2 OnHUCAHHME PETTAMEHTA CBSIBEH ..eeuvveieeiriairieiiesieesieesee et e stee e ne s 12
4 OnucaHue WED-HHTEPPEHCA CHUCTEMBI ....veevvvervieiieeiieesieesieesieesieeseeens 13
VA ) 7212350007 ) 24 01 ) PR PURRPRRI 14
4.1.1  CTAHTAPTHBIM BHIL .. eeeitvieiutrtesteeessteeesteeesseeesseesssseessssessasseesssseessssessssseessssessssneesnsneens 15
O A T ) o v FO PSPPI 16
L G T =139 07102 060307 80 Y. 01 QO RRR 18
L /S 537 51 QT 4 % ORI 19
4.1.5 Bua noapoO6HON HHPOPMAIIH 00 OOBEKTE/CBABH ......vvveeereeeireesireeaieeessireessineesnineens 21
4.1.6  OKHO HHDOPMALIHH ....cc.vveenteiautienteessseesseeasseesseeasseessesasseesseeasseessseaseessseaseessssasesssnesnnes 22
4.1.7 OOner4€HHBIEC PEKUMBI OTOOPAMKEHHUS . ....vvivverienriiiresiieri st e s sreesr s 23
4.2  KOHTEKCTHOEC MEHIO ..vvveeurreesssreeesssseessssesesssssssssssessssssssssssssssnssessssssesssnsseens 24
4.3  TIaHEIID HHCTPYMEHTOB ...uvvveeisrvesssreeesssseeesssesessssesssssssesssssssssssessssseessnsnens 28
4.3.1 MEHIO TEKYIIETO TTOITB3OBATEIIN ...uvvvesreasseseesseassesseesseassesseesseessessnesseesesssesseessesnnenseas 29
4.4 TIQHEIID HABHUTALIHM ...cccvvuneeiersinseesesssnssssssssasssssssssnssssssssnssssssssnssesesssnssessssnn 30
4.5 TlaHedb PEKUMOB OTOOPATKEHUS ...eeenvveerereerireesureesteeaseeessneessneessneesneesseens 32
4.6 "XTCOHBIC KPOIITKH .. .cuvieiureeasteeateeasieeesiteesiseessseesbessseessseeassseessnesssneesseess 33
CCBUIKHA HA JOKYMEHTAITHED ....uevvveeeesssnsrsereessssssneeasssssssnneeessansssessesssnnnes 34

Lenmpanvnoui Ilynem (eepcus 3.12.86) CrpaHuua 113 34



Ob6uw,ee onUMCaHUE CUCTEMbI

I'nmaBa 1: Haznauenue cucreMsbl

1 Ha3HauyeHue cucrtembl

[TnaTdopma "Lentpansusbiii [1yasT" npeaHasHadeHa 1yisl BU3yaau3aliid 1 MOHUTOPUHTA
paboThI ceTH, 000PYIOBAHMS, IPUIOKECHH U CepBUCOB. OOBEKTOM MOHUTOPUHTA MOXKET
OBITh IPAKTUYECKHU JTFOO0H 00BEKT (GU3NYECKOT0 UITH JIoThYecKkoro mupa. Hanpumep:

[Tonb3oBareneit muaThopMbl MOKHO BCTPETUTH B cepax:

HaMsITh,
nporieccop,

daiinoBas cucrema,

IpoIIecC WK MporpaMmma,

KOJIMYECTBO IMOJIb30BATEIICH,

ouepelib (ailioB Ha 00pabOTKY,

00béM 00paboTaHHOTO Tpaduka,

BBIPYYKa M WHBIC (PMHAHCOBBIE TIOKA3ATEIH,

XMMHYECKHI COCTaB ra3a MIn KHUIOKOCTH.

TEJICKOMMYHUKALU U CBA3H,
MPOMBIIUIEHHOCTH,
JIOTUCTHUKH,

(¢uHaHCOB,
JJIEKTPOIHEPIETUKH,

3PaBOOXPAHCHUSI.

Lenmpanvnoui Ilynem (eepcus 3.12.86)
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'nmaBa 1: Haznauenue cucreMsbl

1.1 NepeyeHb 06bEKTOB aBTOMaTU3aLuMm

OObexTaMu ABTOMATU3ALNU SIBJISIFOTCS .

® MEIUIMHCKUE YUPEKACHHUS,
e (aHKM U (PMHAHCOBBIC OpPraHU3AalNY,

e TpeanpusATHs B chepe MEKTPOIHEPTeTHKH U HeTera3oBoil oTpaciu,
e |T-xoMmaHuy,

® UHTEPHET-NIPOBANEPHI,

® J1aTa-LEHTPHI,

® TOCYyYpeXKICHUS.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'nmaBa 1: Haznauenue cucreMsbl

1.2 BbinosiHsieMble (PyHKLUUMN

[TnaTdopma "Lentpanbubiii [TyasT" obecniednBaeT peai3aiuio CIeayromuX OyHKITIi:
® [pEeICTaBJICHUE MPAKTUUYECKHU JIF0OO0Tr0 00BEKTa OKPYKAIOLIETO MUPA B KAUECTBE
00BEKTa MOHUTOPUHTA;
® CMEHa COCTOSIHUS OOBEKTa B COOTBETCTBHH C 33/IaHHBIMU YCIIOBUSIMH;
® XpaHEHHE OPUTMHAJbHBIX 3HAUCHU MTOKa3aTesel 3a MPOMEKYTKH BPEMEHU;
e o0ecrieyeHne aHaIM3a B TAOIUYHON U Tpaduueckort popmax;
® aBTOMAaTHYECKOE BBHIMOJIHEHHE MPEIONPEeIEHHBIX ACHCTBHIA;
e [pejacTaBlIeHUE 0OBEKTOB, COTIACHO UX reorpaduuecKkoMy MECTOPACIOI0KEHUIO;
® UCMOJB30BaHUE THOKOTO MEXaHU3Ma OTIOBEIICHUIA;
® TPYNIUPOBKA OOBEKTOB MO 33/IaHHBIM OOIIUM KPUTEPUSIM;
e 1peoOpa3oBaHUE TAaHHBIX B KOMITAKTHBIM BUJ U UX dKCIIOPT;
® [pUKpEIICHUE JOKYMEHTAIUHU U 0TOOpaKeHHE CBONCTB OOBEKTOB;

e yIpaBlieHHE aMUHUCTPATHBHBIMH HACTpOWKaMu 13 web-uHTepdeiica.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'maBa 2: Onucanue CHCTEMBI

2 OnucaHue cucrembl

[Iporpammuoe oGecrieuenue rmiatdopmel "llenTpanbubiii [IynsT" nMeer oTkpbiThie API-
uHTEepQEiichl, KOTOpble 00ecreYnBal0T WH(POPMALMOHHYID COBMECTHMOCTb CHUCTEMBI W
BO3MOXHOCTh MHTETPALIUU C APYTUMHU aBTOMATU3UPOBAHHBIMU CUCTEMAMH.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'maBa 2: Onucanue CHCTEMBI

2.1 O6wan CTpyKTypa CUCTEMDI

OO6mas cxema apXuTeKTypbl cuctemsl (Puc. 1):

‘ [Nons3oBatenu ‘ ‘BHELLIHH& CUCTEMBI
; A [y 'y : Iy
\J Y L 4
MobuneHoe [onb30BaTENbLCKUIA
YeegomneHus Web-knneHT
NpUIoXeHne ul
A A A
¥ Y Y L 4
Cepsep LUeHTpaneHoro MNynsta }«—\
i i i i ) ’
Y ) Y _ Y 3
Cepeuchl :
Kafka MongoDB Redis OpenTSDB
{ aBTopU3aL MK g P
\ y & L g
Xoct Xoct

"{ AreHT

A

[ IMonb3oBaTenbCKUM |
4——*[ Xoct / Cepsuc ]‘7—% et :*——
Y '

Y Y

[ﬂDKaﬂbele MBTDMKH} [ﬂOKaﬂbele METDHKH}

Puc. 1. Apxumexmypa nramehopmot "llenmpanvueiii Ilynom"

CepBep IlentpaabnHoro Ilyasta - cepBepHas uyacts LleHTpambHoro Ilynbra.
[IpencraBisier coboii HaOOp MUKPOCEPBUCOB, KOTOPBIE MPOU3BOAAT 00pAaOOTKY M aHAIIN3
MOCTYMUBUIMX JaHHBIX, B YACTHOCTH, YIPABJISAIOT JOIMKONH CMEHBI COCTOSIHMM y 0OBEKTOB
u cBsizell. B cocra cepBepHoit yactu Taxxke BxoaaT NGINX u REST-cepsep.

Kafka - muna JaHHBIX, KOTOpas obecnieunBaeT 0OMEH JAaHHBIMU MCKIAY MUKPOCCpPBHUCAMU
HGHTpaJ'II)HOFO Hy.]'H)Ta, OTIIPABJIACT ATreHTaM CIHCOK 3aaa4 U INPpUHUMACT PE3YJIbTAaT HUX
BBITIOJIHCHMA.

® Bsaumooeiicmsue ¢ yemapesuwiumu Aeenmamu eepcuu Hudice 3.0 obecneuusaemcs
uepes Redis.

MongoDB - NoSQL-CVYBJ/I, koropas SBJIS€TCS OCHOBHBIM XPaHWJIHIIEM JIaHHBIX O
MOJIb30BaTENAX, 00BEKTAX U CBA3SIX, UX CBOMCTBAX, COCTOSTHUSX U aBaAPHSIX.

Redis - 370 XxpaHWIHIIE JaHHBIX B OMEPATHBHON MaMATH (in-memory Kai), Oaaromaps
KOTOPOMY peau3yeTcst ObICTPBIN JOCTYII K YACTO 3amparimBacMoi HHGOpMAIUH.

OpenTSDB - cnenuanu3upoBaHHOE XPAHMIINILE BPEMEHHBIX PSJIOB, B KOTOPOM XPaHSTCS
YU CJIOBBIC MCTPUKHU, UCIIOJIB3YCMbBIC ITPU ITOCTPOCHUU I‘pa(l)I/IKOB.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'maBa 2: Onucanue CHCTEMBI

NGINX - ato HTTP-cepBep, oOcmykuBaromuii 3anpockl KIueHToB. OTHaéT cTaTHYECKHE
anemeHTsl web-untepgeiica (HTML, JavaScript, CSS), a Taxke IpOKCHUpPYeT 3alpOChl OT
kienta kK REST-cepsepy.

REST-cepBep - onun u3 mukpocepsucos Llentpansaoro Ilynpra, KOTOpBIl OTBE4aeT 3a
o6pabotky REST-3anpocoB ot kiuentoB. Uepe3s REST API kimeHT nosrydaer u u3MeHsIET
uHpopmanuto, oopadbareiBacmyto cepBepom LlerrpanpHoro [Tynbra.

ATeHT - 3TO MporpaMma, ycTaHaBlIMuBaeMasi Ha BUPTYaJIbHbBIN WK (U3HYECKUN CepBep WIH
WHOW y3ed CeTH W OCYUIECTBISIOIAs BBIOJHEHHE TIPOBEPOK, cOOp M mepenady
uHpopmaluu ceppepy yepes muHy qaHHbix Kafka.

@ IIpeoycmompena 603moxcHOCHb CO30AHUS NONBI0BAMENLCKO2O A2EHMA, KOMOpbIiL
byoem cobupams Mempuxu ¢ T0KAIbHO20 XOCMA, ONPAuUEams CmMopoHHUe CEPEUCHL U
omnpasnsams danusie Ha cepsep yepes REST API.

Web-kanenT 1 MoOuIbHOEe TPWJIOKEHHE - OTO KJIMEHTHI, C IIOMOIIBI KOTOPBIX
MOJIb30BATEIN CHCTEMBbI B3aMMOJEUCTBYIOT ¢ cepBepoMm dyepe3 REST APL. B ponm
KJIMEHTOB MOTYT BBICTYNAaTh, HApUMep, Web-TIPUIIOKEeHUsT U KIMEHTHI s MOOMJIbHBIX
ornepannonubix cuctem Android u 10S.

@ [na pewenus cneyugpuueckux 3adau Mo’cHo co30amb UHOUBUOYATLHOZO KIUEHMA,
Komopuwlii bydem pabomams ¢ cepgepom uepez REST APL

Buemnne cucremsbl - 510 croporHee [10, nHpopMamoHHBIE CHCTEMBI HITH TPOTPAMMHBIC
MOJIyJId, KOTOpPBIE MOTYT B3aUMOJICHCTBOBATH C cepBepoM ¢ nmomolisio REST API.

CepBuchbl aBTOPHU3AIUM - HAPALY CO BCTPOEHHBIMU MeXxaHu3Mamu, LlenTpansubrit [TynbT
TaKXe TMOJICPKUBACT CTOPOHHUE CEPBUCHI JUIsi aBTOPU3AIMK TIOJIB30BATENICH B CUCTEME.
Boswmoskna unrerpamus ¢ AD-cepsepom u Keycloak.

YBCIIOMJICHI/IH - CCPBEP MOKET YBCAOMIIATH ITonw3oBareneii 06 aBapuiaAx W OTIPABIIATb
JaHHBIC BO BHCHIHUEC CUCTEMBI C UCITOJIb30BAHUEM PA3JIMYHBIX KaHAJIOB.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'maBa 2: Onucanue CHCTEMBI

2.2 OTKa3o0yCTOM4YMBOCTb U pe3epBupoBaHue

Jns  oOcimyXUBaHMsS BBICOKOW BBIYMCIUTENBHOM HArpy3Kd CHCTEMa MOXKET ObITh
peann3oBaHa B OTKAa30yCTOWYMBOM HCIOJHEHMHM C JyOJIMPOBaHHUEM OCHOBHBIX

KOMITOHCHTOB:
Monesosartenu UM
MAIN BU
Balancer 1
A4
LIN FE/BE
Main GUI BackUp GUI
Cluster DB Cluster DB
) SYNC
& Main DB < » BackUp DB
> ey
( S Al
Cluster probes Cluster probes '
— <€-
Mooynuu |, | Moaynuu -
—> AreHTb! D di areHTbl (.
uona 1 uon 2 R
MAIN .
By 7 MAINT P BITETmam;mmEmEmEmE s EI;EEETE | avesmeweeeeewss e
: LleHTpaneHbli
' Mynst
Probes LN FE/BE
ArenT ;| uneu  |:
Site 1 4 111 Cluster DB [B
LN DB
Ob6wekmei ‘ O e ;

MOHUMOPUHea

Puc. 2. Om;<a30ycm0ﬁqu60e UCNOJIHEeHUe cucmembl

HpOHE}BOI{HTCJ’ILHOCTB CHUCTEMbI MOXKET OBITh YBEJIMYCHA CJICAYIOUMUA criocobamu:

e J00aBlieHHE PECYPCOB BUPTYAIbHOM HH(PPACTPYKTYPHI;
e  ONTHMHU3AIMS TAPAMETPOB MPOTrPAMMHOI0 OOECTICYEHHUSI.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'maBa 2: Onucanue CHCTEMBI

2.3 Bepcum ncnonb3yemMoro u nogaep>kusaemoro NnNo

e Keycloak 1.0 u BbImIE;

e MongoDB 4.4 u BsIle;
e NGINX 1.4 u BpI1IC;

e Node.js 16.0 u BbI1IIE;

e OpenTSDB 2.3 u BbIle;
e Redis 3.0 u BpIIIE;

e Socket.IO 4.0 u BoIIIIC.

Lenmpanvnoui Ilynem (eepcus 3.12.86) CtpaHuua 9 m3 34



Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 3: Onucanue B3aumocss3zeit AC ¢ IJpyruMu cucTreMamMu

3 OnucaHue B3anmMmocsBa3un AC c ApyrmmMm cuctemMmamm

B mponiecce padoter matdopmsl "LenTpansabiil [Tynbet" nmpoucxoaut oomMeH uHbopmaruei
MEXTy KOMIIOHEHTaMH TIaTGHOPMbI U BHEITHUMH CHCTEMaMHU.

Buemnumu k Lentpansaomy [1ynbTy sIBISIFOTCS CUCTEMBI:

e oduIUANTBHBIN calT Tu1aTdopmsel - cpult.ru;

e nporpammHas matdopma "Node.js" - nodejs.org - u Habop NodeJS-npunokeHmuii;
e odunuaneHeli caiit kommanuu "Oracle Technology Network™ - oracle.com;

e CeTeBOC KypHaAIUpyeMmoe Xpanuiuiie qanabix "Redis™ - redis.io;

e 0a3a IaHHBIX BpeMeHHbIX psioB "OpenTSDB" - opentsdb.net;

e cucreMa ympasieHus 0azamu AanHbeix "MongoDB" - mongodb.com.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 3: Onucanue B3aumocss3zeit AC ¢ IJpyruMu cucTreMamMu

3.1 OnucaHue cBA3en Mexay cucteMmamm

Ob6ecnevenne unterpanun 1iargopmel "LleaTpansubiii [Iynbr" ¢ BHENIHUMHU CHCTEMaMH
OCYIIIECTBIISIETCS HA OCHOBE pa3pabOTaHHOTO eANHOTO (hopMaTa oOMeHa TaHHBIMH.

Jns  opranusauuu  MHQOPMAIMOHHOINO OOMEHa MeXAy KOMIIOHEHTAaMH CHCTEMbI
HCIOJIb3YETCS POTOKOJ MPUKIAAHOTO ypoBHs - HTTP.

Lenmpanvnoui Ilynem (eepcus 3.12.86) CrpaHuua 11 13 34



Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 3: Onucanue B3aumocss3zeit AC ¢ IJpyruMu cucTreMamMu

3.2 OnucaHue persiaMeHTa CBsA3eun

st obecrieueHus: MHPOPMAIMOHHOW COBMECTHMOCTH TPHU B3aUMOJICHCTBUU CHCTEM
UCTOJNB3YIOTCS O0IIMe KIacCU(UKATOphl, CIOBapd U CIPABOYHHKH, COTJIACOBAHBI
dhopmaTel 0OMEHHBIX (HAMITOB.
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 4: Onucanue Web-unrepdeiica cucreMbl

4 OnucaHue web-uHtepdenca cucremol

Hacrpoiika lentpanproro [TynabpTa ocymiecTBiaseTcs mOCpeACTBOM HOJIb30BATEIBCKOTO Web-
uHTepdeiica, KOTOPHIH IMO3BOJSET BU3YAIM3UPOBATH pabOTy HAOMIOJAeMBIX OOBEKTOB H
obecrieunBaeT JOCTYI K HHGOPMAITUK 00 UX COCTOSTHUMU.

Cuctema ofecriednBaeT BO3MOXKHOCTH OJHOBpeMEHHOU pabotbl n0 200 mosb3oBarenen
OHJIAH.

Web-untepdeiic - ocHOBHOE cpeacTBO pabOThI ¢ CHCTEMOHN AJIsI KOHEYHOTO MOJIB30BATEII.
Wudopmanus, mnonydeHHass B pe3ysibTaTe Ipoliecca MOHUTOPHMHIA, OTpa)kaercs B web-
uHTepdeiice cuctembl. MHCTpyMeHTHI HTEpQeiica MO3BOAIOT BU3YyaTHU3UPOBATh JaHHBIC B
y100HOM JJIs1 IOJIb30BAaTelIsl BUAE U OCYLIECTBIATh pa3iuyHble feiicTBus Ha HUMH. [1pu
HAIMYAH OTIPE/ICIEHHBIX TPaB BO3MOXHBI M3MEHEHUSI CTPYKTYPbI OOBEKTOB M CBS3EH, MX
CBOWCTB M JJOKYMEHTALUH - YJAIUTh, J00aBUTh U PEAAKTUPOBATh.

[Tonmp30BaTemny, HAXOAAIUECS B ABMKEHUH, MOTYT TOJIYYHUTh JOCTYI K CHCTEME C TOMOIIBIO
MOOWJIBHBIX TPHIIOKEHHUH 11 onepannoHHbix cucteM Apple I0S (apps.apple.com) u Google
Android (play.google.com).

Jiisa koMbopTHOI paboThI ¢ CUCTEMOH TpebyeTcs AuaroHaib skpana ot 20 groiiMoB. Web-
nHTEpPEiic MOOMITLHBIX MPUIIOKEHUHN aJaNTUPOBAH JIJIsi MOOMIIHHBIX TEJIC(POHOB.

Web-unrepdetic cucremsl cocrout us (Puc. 3):
® TJABHOTO DKpaHa,

® [[aHEJId UHCTPYMEHTOB,
e IIaHECJIM HABUTAIIUH,
® [IaHENH PEKUMOB OTOOpaXKEHMUS,
e maHenu "XJIEOHBIX Kpoliek'.
[MNaHenb peXxumMoB oToBpaKeHus "XnebHbie Kpowku" [MaHens MHCTPYMEHTOR
STAGING & [Ble W == o = P PP 5 5 & admin-
- X Staging ffi Infrastructur (o] 3] i =
I— & Infrastructure
Router D-Link
I Ca d
oo
l @ File System i
[on
I T Host Windows PC Router Asus
TeamViewer Java
I @ Plex Media Ser ' l
| PlexConnect || Plex Media Server
l @P nn -

I Saymon Agent

I @ TeamViewer I cPU l File System I Memory

[laHenb HaBurauum [MaBHbI 3KpaH

Puc. 3. Obwee onucanue unmepghetica
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Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 4: Onucanue Web-unrepdeiica cucreMbl

4.1 FnaBHbINA 3KpaH

I'maBHBIA 5KpaH — 3TO 00JAcTh, KOTOpas 3aHMMaeT OOJBIIYI0 YacTh OKHA M SIBISIETCS
OCHOBHBIM HMCTOYHUKOM OTOOpa)keHUs BBIODAHHOM TOJB30BaTENIeM HH(POPMALIUU:
COCTOSIHME OOBEKTOB M CBSI3€H, NPUKPEIUIEHHAs K HUM JOKYMEHTAIMs, pacIojOKeHHUe
O00BEKTOB HA KapTe  T. 1.

Ha rnmaBHOM s3kpane BeA€rcsi OoCHOBHasi paboTa MO CO3JaHMIO M HACTPOMKE OOBEKTOB
MOHUTOPHHTA.

Jannas paGouast 001acTb, COTIaCHO BBHIOPAHHBIM IOJIH30BATENEM ITapaMeTpaM, MOXKET
OBITH MPEJICTaBIICHA B:

® CTaHJApTHOM BHJE,
® BHUJE I'€OKAPTHI,

e TaOJMYHOM BUJIE,

® BUJE CETKH,

e Buje NoapoOHOI nH(popMau 00 0OBEKTE/CBS3H.

Lenmpanvnoui Ilynem (eepcus 3.12.86) CrpaHuua 14 13 34



Ob6uw,ee onUMCaHUE CUCTEMbI

I'naBa 4: Onucanue Web-unrepdeiica cucreMbl

4.1.1 CtaHpapTHbIN BMAa

D10 0TOOpaXKeHUE MpenocTaBisgeT Hanboyiee MOAPOOHYI0 M HAMIAIHYIO MH(DOpPMALHIO O
JOYEPHUX 00BEKTaX M CBA3SX MEKAY HUMH C TOYKH 3peHHs uepapxuu o0bekToB (Puc. 4):

D-Link DIR-300NRU SPB SUT Switch
WI-Fi Router
0 8 \f
= £
250 NELSPBR250 .
yaru

Room 250

ZyYEL Ki »
Gl&ll Wi-Fi Router
_ —
AR |
D-Link DIR-825 Wi-FI D.Link DES-1003D
Royter . e
ol Switch
I7 ) N—
[ 4
I J 1621631054 J [ ] ‘_]
Shared USE Flash Lenovo IdeaCenter Artem BlackBox PTZ Security
Drive l lvo o ﬁ Ca@ra o
e oo 254 HDMI 2 192.166.0.192 l | I || 192.166.0.108 | —
l Apple TV \ Lenovo IdeaCenter Serral BlacKBox Siemens Gigaset
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Puc. 4. Cmanoapmmuulii 6uo

Kaxnpiii Omox mnpezacraBinseT co0oi OOBEKT MM TPYIIy OOBEKTOB BBIOpAHHOM
UHPPACTPYKTYpHI, OyJIb TO CEpBEp, MHAUBUAYATbHbIE CUETUMKN WIIN OU3HEC-METPUKH.

HBeTa IMOJIOCOK Ha JICBOM Kpac 0JI0KOB U IIBETa CBs3CH COOTBCTCTBYIOT HBCTaAM HX
TCKYIIHUX COCTOSIHUH.

[Ipn HanMUuU COOTBETCTBYIOIIMX MpaB OJOKM MOXKHO IepeMellaTh, MEHITh UX pa3mep. B
Cllyyae CHUJIBHOTO YMEHBIIEHUS IIUPUHBI WIM BBICOTHI OJOKAa, OH MEpPEKIoYaercs B
KOMITaKTHBIM PEXUM, U €ro BHYTPEHHHUE MOJCHUCTEMBI OTOOpakaloTcs B BHJIE MUHU-
CYETUHKOB, B COOTBETCTBUH C COCTOSTHUSMM ITOJICUCTEM.

@©  Hasnauenue npaé nonvsogamensm onucarno 6 "Pykosodcmee admunucmpamopa” 6

noopaszoene 3.7.4 "' Hasznauenue nonvzosamensim npas oocmyna' na cmp. 117.

Ecnu nabmoiaembie 0JI0KH B3aMMOCBSI3aHbI, 3TO MOYKHO OTOOPA3UTh CBSI3IMU MEXTY
COOTBETCTBYIOIIMMH O0BEKTaAMH.
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4.1.2 NeokapTa

OOBeKTHl B CHCTEME MOKHO MPUBSA3BIBATH K reorpauueckoMy MECTOPACHOJIOKEHUIO U
MPOCMATPHUBATh UX Ha KapTe. ITO MOXKET OBbITh YAOOHO B ciiy4ae, eciid HHppacTpykTypa
reorpaduuecku pacrpeneneHa. Hanpumep, cereBoe obopynoBanue MHtepHeT-npoBaiiaepa
(MapIpyTH3aTOPBl, KOMMYTAaTOPbl) MO’KHO IPUBSI3aTh K aJpecaM JIOMOB, B KOTOPBIX OHO
pacnosoxeHo. B pe3ynbraTe nmonyvaercs HarisgHas U yaoOHas KapTa CeTH.

[Ipu BKJIIOYEHHMH ATOTO BHAA HA KapTe OTOOpaXKaroTcs MOYEpHHE OOBEKTHI, KOTOPHIM

3aJlaHbl KOOPJAMHATHI, U CBSI3U Mexay HuMuU. [[BeToBoe oTOOpakeHHE MapKepoB
COOTBETCTBYET TEKYIIIEMY COCTOSIHHIO 00bekTOB (Puc. 5):

3akynka

epeBozka

Mpogaxa

MarazuH

IO
Cmpoumensemen .i ! 2 {
.’.l:".r“p.',(f){'.‘r.’r‘l‘:'.’,l » 4
wKein i i

|

[]

Puc. 5. I'eokapma

. lTeoxapma He nooddepxcusaem cozdanue cea3zell,

co3z0anue u 0m06panC€H1/l€
nonokoes.

[Ipy mepBOM OTKPBITUM TEOKapThl OOBEKTAa B IIEHTPE SKpaHa OKa3bIBAETCS TOYKA CO
CPEITHUMH M1 TOYEPHUX OOBEKTOB MTUPOTOHN U JOITOTOM.

CMmenieHust KapTel M CMEHa MaciTaba COXpaHSIOTCS B Opay3epe OIS TMOCIETYIOIINX
OTKPBITUN T€OKAPTHI.
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I'eo paauyc - paguyc 30HBI AEHCTBUS OOBEKTAa WIM €ro IPUMEPHOE PacIOIOKEHHE Ha
KapTe B METpax, HampuMep, 30Ha JIEHCTBHS 0a30BOM CTAHLIMU WIM MECTONOJIOXKCHHE
aBTOMOOMJISL. L[BET 30HBI COOTBETCTBYET I[BETY COCTOSIHUSI 00beKTa (Puc. 6):

}"é-
-
-~

~

& =

W
4

P
o =1
Puc. 6. Omobpasicenue ceo paduyca na xapme
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4.1.3 TabnuuHbi BMA

JlaHHoe oTOOpaskeHHe MPeACTaBIsSeT 00BEKTHI B BH e Tabnuisl (Puc. 7):

Copepxumoe obbekTa: Infrastructure

DuUneTp: -- He eribpaso -- - Wror: mm Disabled 1

IDs Wma s CocToAHME 3 Bumxetsl Bpema OnuTensHoCTb
64269759b058010b63... I Router Asus — Internet == @ 31.03.2023, 11:18:50 2 mmHyTEI
6426975bb058010b63... I Router D-Link — Internet ©31.03.2023, 11:19:16 1 mmnyTa
5f8dcd4d207e86603bfe. .. s Intermet @ 19.10.2020, 19:58:30 128 Henens
5f914ff1cb8a5202de81... I3 Router D-Link ‘ J ° 7 ©31.03.2023, 11:20:18 8 cexyHp

IJ‘.L] ddils.

5f8dc48707286603bfe... 1 Router Asus ° °' ©31.03.2023, 08:30:38 3 uaca

Puc. 7. Tabauunwviii 6uo

B BbIITaIAOIIEM CIIUCKE MOKHO YCTaHOBHUTD (bHJ'IBTp 10 COCTOSTHHSIM OOBEKTOB.

®  Cuémuyuku 6 npagom eepxmnem yeny 9KpaHa NOKA3blearom obujee 4ucio ob6vekmos 6
MOM UIU UHOM COCMOAHUU, HE3A8UCUMO OM 8bIOPAHHO20 urbmpa.

HHH 00BEKTOB BCEX KIIACCOB JOCTYIIHBI CJICAYIOIINC CTOJ'I6LII>IZ

e |ID - yHukanbHbIll HACHTU(DUKATOP 0OBEKTA,

e lms - ums oObeKTa ¢ IpUcyliei JaHHOMY KJ1acCy HKOHKOM;

e CocTosiHHE - TEKYIIIee COCTOSIHUE 00BEKTa;

e BumkeTsl - HaCTPOEHHBIE 17151 00BEKTa BUIKETHI,

e Bpewms - nata u BpeMms, Korjia o0beKT Hepetién B TEKYIee COCTOSIHUE,

L4 Z[J'II/ITGJ'ILHOCTB - BpeMeHHOﬁ nepuon, B TCUCHUE KOTOPOIo 00BEKT HaxoauTCsa B
TCKYIIEM COCTOSAHUH.

. Hoevie cmonbyvl co 3naueHusmMu MempuK MONCHO 000a8UMb 01 KAHO020 KIACCA
00vbekmog 8 okHe Kougueypayuu cucmemul (pazoen "Knaccol o6vexmos”, sxiadka
"Tabauya”).

Crmcok 0ToOpa)kaeMbIX CTOIOIIOB MOXXHO H3MEHUTH B!

® OKHE KOH(QUTYpallUuU CUCTEMBI,

® KOHTEKCTHOM MECHIO, BBI3BIBAEMOM IIEIIYKOM TIPAaBOH KHOIKOW MBI TI0
3aroJIOBKY TaOJHUIIbI.

HOpSI)IOK CTOJ'I6I_[OB MCHACTCA MCTOJAOM IIEPECTACKUBAHUSA 3a 3arOJIOBKU CTOJ'I6I_[OB.

CopTtupoBka 00bEKTOB BO3MOXKHA 1O CTOJIOIAM:
e ID,
o Ums,
e CocrosiHue.
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4.1.4 Bua cetkun

B 3TOM 0TOOpakeHHH J0YepHUE OOBEKTHI M CBS3M MEXIY HHUMH PACIIONIAralOTCs B BHIC
cerku (Puc. 8):

Ounetp: | — He BeibpaHo - - Copruposxa: | A Coctoanue - Wror: m Working 4 | Disabled 1
B Host Windows PC ¥ Host Windows PC = Router Asus “ Internet
<% Router Asus L2 V Router Asus = Internet <% Router D-Link -
& |
| 1
T -

VP Router D-Link = Internet

Puc. 8. Buo cemxu

Han cetkoit 1oCTynHBI 1Ba BBINAIAIOIIMX CITACKA:

OuabTp

3,[[6CB MOXXHO 3aJaTb CIIMCOK coctossHUM. B ceTke 6y,I[YT OTO6pa)I(aTBCH TOJIBKO T€
O0OBEKTHI U CBsA3H, KOTOPBIC HAXOAATCA B OAHOM M3 COCTOSIHUM U3 JaHHOI'O CIIMCKa.

©  Cuémuuxu 6 npasom eepxmem yeny 5Kpana nokazpleaiom obuee 4ucio 0ObeKmos 6
MOM UNU UHOM COCMOSAHUU, HE3ABUCUMO OM 8bIOPAHHO20 uIbmMpa.

Copruposka
3/1ech MOXKHO 3a/1aTh OJMH U3 IBYX KPUTEPHEB COPTHPOBKHU:
e lIms - 0OBEKTHI U CBA3U COPTUPYIOTCS B aJ(paBUTHOM MOPSJIKE;

e CocrosiHuE - OOBEKTBHl M CBSI3U COPTUPYIOTCA IO IPUOPUTETAM COCTOSIHHI,
Ha4yuHas ¢ CaMOro KpUTUYHOTO.

B paznerne gridView KOH(UTYpAIIMOHHOTO ¢aiina KJIMEHTa
/etc/saymon/saymon-client.yaml MO>XHO 3a1aTh:

KOJINYECTBO OOBEKTOB B CTPOKE,
LIMPUHY NPAMOYTOJIbHUKOB,
BBICOTY NPSIMOYT'OJIbHUKOB,

OTCTYII MEXAY IPSIMOYTOJIbHUKAMH.

@ Iloopobnyro  ungopmayuro o  @aiine  [etc/saymon/saymon-clientyaml cM. 8

"Pykosoocmee aomunucmpamopa” 6 noopaszoene 3.1.4 "Hacmpotika snemenmos
web-unmepdpetica” na cmp. 49.

Jlnsi 0OBbEKTOB C HACTPOCHHBIMU BH/DKETAMU NEPBBIA M3 BHUDKETOB OTOOpa)kaeTcs Ha
caMOM OOBEKTE.

. Buoxcemvr Cexyus u Cmpykmypa ne omoopadicaiomcs na obvexmax. Eciu y
obvekma ecmuv Opyaue BuddCemvpl, Mo 0moopajicaemcs CreoViowuil no CHUCKy
suocem.
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OTtoOpakeHue B BUJIE CETKU UMEET CICAYIOIINE OCOOCHHOCTH:
® CBSI3U MEXKIY 00BEKTaMU OTOOPAXKAOTCS B TOM K€ BUJE, YTO M OOBEKTHI, TO €CTh
KaK MPSMOYTOJIbHUKY;

® Bce OOBEKTHI, Jake 0TOOpakaeMble B BUJAE SVE-U300paKeHHH, UMEIOT 3[€Ch BU]
IPSIMOYTOJIbHUKA;

e (oH Bcex OOBEKTOB, Jak€ C yCTAaHOBJICHHBIM M300pakeHHEM B KauecTBe (OHa,
COOTBETCTBYET LIBETY UX COCTOSIHUIA;

® JOYCPHUC 00BEKTHI Ha MMpAMOYT'OJIbHUKAX HE 0T06pa>1<a10Tc;1.
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4.1.5 Bua nogpo6Hon nHpopmauumn o6 o6bekTe/CcBA3MN

Bun coxepkur BclO JOCTyNHYK HHpOpManMio 00 OOBEKTaxX MU CBA3AX, a TaKkKe
HCIIONB3YETCS AJI UX HACTPOUKHU.

HezaBucuMo oT Hanuuus WiId OTCYTCTBHA BJIOKCHHBIX 06TJCKTOB, BHUJ OTKPBIBACTCA IIPU

Ha)KaTHHM Ha MKOHKY JUCIUIES - B:

e CTaHJApTHOM BHJI€ IPU HABEJACHUH Kypcopa Ha 00OBEKT;
® [IaHEIH PEKUMOB OTOOPAKECHHUS;
e BEpXHEM MPaBOM YTy OKHa HH(GOpMaIUU.

[laHenp ¢ KHONKaMU B BEpPXHEW 4YACTU TJIABHOIO SKpaHa MpeIHa3HadeHa JUisl yIpaBJieHUs
CeKIMSIMH M OBICTPOTO JOCTYNa K pa3MenleHHOH B HuMX wuH(popmanmu. Haxarne KHONKH
OTKPBIBAET BCILIBIBAIOIICE OKHO C COOTBETCTBYIOIIEH CEKIIMEH BO BECh IMaBHbIH 3KkpaH (Puc. 9):

& [aHbe o4 NapameTpel & MoHuTopMHr = Venoewa nepexce... 13 YcnoenA reqepa.. ¥ [edcTeuA npy cM.... ¥ Mpasuna dopmu.

@© CeoitcTea [21 DokymenTel © Onepaupn >_ Wctopua onepauuia Ll MeTopua cocToa D Wctopua uameHe
& [daHHele Tabnwuya no nomio: | -- He Beibpano - ~ TOUHEIE SHEYEHUA | HET @ o | | X

packetsTransmitted  packetsReceived packetLossPercentile  numberOfErrors  numberOfDuplicates  roundTripMinimal  roundTripAverage  roundTripMaximum  exitCode

4 4 0 0 0 4345 4427 4579 0

0

Puc. 9. Ilpumep cexyuu "annwvie"
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4.1.6 OkHO MHcpopMauunm

Okno wunpopmaruu (Puc. 10) npencraBnser co0oil yHpOILIEHHYIO BEpPCHIO BHUIA
noapoOHO wHpOpMAMKM M TPEeIHA3HAYEHO JUIsi OBICTPOro JOCTyNma K HEKOTOPBIM
CEKIIHMsIM OOBEKTOB U CBS3€H, a TAK)KE JIJIsl HACTPOMKH ITOTOKOB:

| Ping ya.ru = Lo X
TEI{}"LJ_I,EE COCTORHKME
o JaHHele i @ > | e
& Mapamempsi +
#& MoHumopuHe +
® Ceolcmesa s |+
(£ JoxkymeHmbi s |+
JaKpuiTe

Puc. 10. Oxno ungpopmayuu

OxkHO OTKPBIBACTCS ITPU HAXKATHUU Ha UKOHKY 0, MOSABJIAIOMYHOCA B CTAHAAPTHOM BH/IC
HJIK B BUAC CCTKU IIPU HABECACHUHN KYpPCOpPa Ha OOBEKT HIIH CBS3b.

HkoHku B NnpaBOM BEPXHEM YIJY OKHA:

HNxkonka JleiicTBue
= OT00pa3uTh 104epHUEe OOBEKTHI B CTAHIAPTHOM BUJIE.
- OT006pazuTk Mo1poOHYI0 HHPOPMAIIHIO.
Q OT00pa3uTh OOBEKT Ha TeOKapTe.
x 3aKphITh OKHO.
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4.1.7 O6neryéHHble pe)XXuMbl oTO6parkeHuns

JIist KasKJ0ro pexkuMa OToOpaXKeHHs peaycMoTpena obieruéunas Bepeus (Puc. 11), rue
3arpy’kaeTcs MUHUMYM HEOOXOIUMON MH(OpMAIUH U TPOCMOTpPA JaHHBIX 00 00BbeKTe
WM CBSI3M, YTO TIO3BOJISIET CYIIECTBEHHO CHU3UTh HArpy3Ky Ha web-0paysep.

STAGING & admin -~

¥ Company  Infrastructure © i g x
Puc. 11. 3aconosox obnecuénnozo pexcuma omoopaicerus

HpI/I Mnepexoac 1o CCbUIKE Ha 00BEKT M3

® CIMCKA aKTUBHBIX aBapHi,
® CIMCKA HCTOPUYECKUX ABAPHH,
e OKHAa IIOMCKA U TPYNIIOBBIX ONEPALUN

OOBEKT OTKpBIBAE€TCS B OOJIETYEHHOM BHJE IO yMONMaHHWI0. B 3TOM ciyyae nepeBo
O00BEKTOB HEJOCTYITHO, 3arpyXaroTcsi TOJIbKO OOBEKThI, HEOOXOAUMBIE ISl KOPPEKTHOTO
0TOOpaKEHHS TEKYIIETO 0OBEKTA!

POAUTENHECKUE OOBEKTHI,

nouepHue 00BEKTHI U CBSI3H,

areHr,

O0O0BEKTHI, 3a/ICHCTBOBAaHHBIE B BUKETAX.

B oOneruénnom BUJC CKpbITA IIAHC]Ib PCIKUMOB OT06pa)KeHI/IH, Ha e€ MeCcTe HaXxOIUTCs
KHOIIKA Ie€peXoZia K COOTBETCTBYIOLICMY O6LI‘IHOMy BUOY - .

[Tanensb "xneOHbIX Kpomiek" B 00JIEr4YEHHOM BUJAE IOKAa3bIBAET TOJBKO POJUTENIbCKHM
O0BEKT BMECTO IOJHOrO MYTH K TeKyleMy oObeKTy B uepapxuu. Ilpu axTMBHOM
peXUME MYJIbTUPOIUTEINS JOCTYIIEH NEepexo]l K J0OMY M3 POJIUTENBCKUX OOBEKTOB
4yepes3 BbINAJA0INN CITUCOK.
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4.2 KOHTEeKCTHOoe MEeHIo

KOHTEKCTHOE MEHIO - NMHAMHYECKOE MEHIO, KOTOPOE IOSBIAETCS B CTAaHJAPTHOM BUJIE
WM B BUJIC CETKU IPU HAXKATHH NPABOM KHOMNKH MK Ha pone (Puc. 12):

*+ Coznate: [} Address
4+ Cozoate obwerT
+ Cozpate cobinky

+ Cosznate nognomxky
Puc. 12. Konmexcmmoe meHio

BbI30B KOHTEKCTHOTO MEHIO BO3MOXKEH IpPU HAJIMYUU XOTSA Obl OJHOIO BIIOKEHHOI'O
o0bekTa min cchlIkd. C €ro MOMOIIBI0 MOXKHO OBICTPO CO3/1aBaTh OOBEKTHI, CCHUIKH H
MIOJITOKKH.

KoHTekcTHOE MEHI0O 00BEKTa - JUHAMHUYECKOES MEHIO, JOCTYITHOE NPH HaXXaTHH IPaBOM
KHOIIKH MbIIU Ha o0bekTe (Puc. 13):

A AxTvBHbIE aEapum

D Wctopus asapmii

@ CeoncTea

@ [okazaTe Ha kapTe

& [Nepeim no agpecy

»_ Omepeme S5H TepmuHan

»_ Omepeme telnet TepmuHan

F] Knowwpoeats
[# [NepermMeHoEaTE

W Yoanute

© Tumn_ON

Puc. 13. Konmexcmuoe mento obvekma

IIyHKTBI KOHTEKCTHOIO MeHI0 00beKTa (YacTh 1 u3 2):

IIyHKT MeH1I0 HeiicTBue

A | AxtuBHble aBapuM | OTKpbITHE TaOMUIBI AKTUBHBIX aBapuil OOBEKTa M BCEX €ro
BJIO’KEHHBIX O0BEKTOB U CBA3EH CO BCEX YPOBHEH BIOKEHHOCTH.

= | Ucropus aBapuit OTkpbITHE TaOIMIIBI UCTOPUUYECKUX aBapuil 00bEKTa U BCEX €ro
BJIO’KEHHBIX O0BEKTOB U CBA3EH CO BCEX YPOBHEHN BIOKEHHOCTH. .

® | CaoiicTBa OTtoOpaskeHue BCIUIBIBAIONIETO OKHA CO CBOMCTBAMU OOBEKTA.
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IIyHKTBI KOHTEKCTHOT0 MeHI0 00BbeKTa (YacTh 2 U3 2):

IIyHKT MeHI0 HeiicTBue
@ | 3a1aTh KOOPAUHATHI OTtkpeiTHE KapTEl, rae MOJKHO BbIOpATh
MECTOPACIOJIOKEHUE 00bEKTa, €CIIM Yy 00BbEKTa HE 3aJaHbl
KOOPAUHATBHL.
IToka3zatp Ha KapTe Oto0paxkeHue oOBEKTa Ha TreokapTe, e€cilu y OOBeKTa

3aaHbl KOOPAWHATHI.

& | [lepeiitu o anpecy OTkpeiTHe B HOBOM BKJIaJKe Opay3epa CTpaHMIIBI,
yKkazaHHo# B cBoiicTBax o0bekta (URL umu [P-agpec).

»— | OtkpbiTh SSH TepMunan OtkpeiTue SSH-TepMuHama, KOTOpbI obecrieuyuBaeT
yrpoménubiii noctyn uz Web Ul k Tepmunany cepepa u
MO3BOJISIET €r0 aJIMUHUCTPUPOBATbD.

> | OtkpsiTh telnet repmunan | OtkpeiTue  telnet-repmunana, KoTOpblid  oOecrieunBacT
yrnpoménnblii noctyn uz Web Ul k Tepmunany cepepa u
II03BOJISIECT €r0 aIMUHUCTPUPOBATD.

& | Knonuposarb KinonupoBanue  BbIOPAaHHOIO  OOBEKTAa CO  BCEMH
JIOKyMEHTaMH, CBOWCTBaMH, JIOYEPHUMH OOBEKTAMU U
CBS3SIMU.

# | IlepenmeHoBaTh H3MeHeHne UMEHN O0BEKTA.

W | Yaoanuth Vnanenue o0beKTa CO BCEMH JOKYMEHTaMH, CBOWCTBaMH,

A0YCpHHUMU 00BEKTaMU H CBA3s4IMH, CCBIIIKAMH Ha HCTO,
CBA3JMH C HUM.

© | Onepauun Criucok omepauuit oobekTa. Kaxayro omnepanuio MOXXKHO
BBITNIOJIHUTH IOCPEICTBOM MEHIO.

KoHTekcTHOE MEHIO CBSI3M — AMHAMHYECKOE MEHIO, TOCTYITHOE MpPHU HAKaTHH IPaBOM
KHOTIKM MbIIIH Ha cBs3u (Puc. 14):

A AKTMEHEIE aEapHK
D WcTopua asapuii

® Ceonctea
o ¥Yoanuts

© [NpoBepWUTE COSOMHEHWE

© 3anycTWTe TpaccUposey

Puc. 14. Konmexcmmnoe merto césa3u
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Hyl—lKTbI KOHTEKCTHOI'O MEHIO CBSAI3H .

ITyHkT meHIO HeiicTBue
A | AKTUBHBIC aBapuu OTkpeITHE TAOIUIBI AKTUBHBIX aBAPHUIl CBSI3U.
=< | Uctopusa aBapuii OTKpbITHE TAOJIUIIBI ICTOPUYECKUX aBapUU CBSI3H.
® | CaoiicTBa OtobOpakeHre BCIUTBIBAIOIIETO OKHA CO CBOMCTBAMHU CBSI3H.
@ | Ynanurto VY nanenue cBsi3u CO BCeMHU €€ CBOWCTBAMU U IOKYMEHTaMH.
© | Oneparuu Cnucok omepaumii cBsizu. Kaxayro omepamuio MOXKHO
BBITIOJTHUTH MIOCPEJICTBOM MEHIO.

KoHTEKCTHOE MEHIO aBapuM - JUHAMHUYECKOE MEHIO, KOTOPOE MOSBISAETCS B CIIMCKE KaK
AKTUBHBIX, TaK U UICTOPUUYECKUX aBapUi IpU HAXKATUU [TpaBOW KHOIIKM MBI Ha aBapuu (Puc.

15):

" [logTeepouTe

"

# HKommeHTapui

@ Moracume

@ Morackte ¥ yoanuTe

A AxTWEHBIE aEapUK

D Wcropus asapuit

@ CeoicTtea

@ 3a4aTe KOOpOMHATEI

& [lepeiiti no agpecy

>— Otkpeime S5H TepmuHan

>— Otepeime telnet TepmuHan

O Test
© Memory

Puc. 15. Konmexcmmoe merio agapuu

IIyHKTBI KOHTEKCTHOTO MeHI0 aBapuu (4acth 1 u3 2):

ITynkT meH1I0

HeiicTBHe

v | [lontBepaute

Beienenne npocMOTpEHHON aBapyUH IITPUXOM.

® | CHATh NOATBEPKICHUE

CHsTHE BBIICTICHUS MTPUXOM C TTOATBEPKAEHHON aBapu.

# | Kommenrapuii

Co3nanue KoMMeHTapusi C  (ukcanueil aBropa H
yKa3aHUEeM JaThl U BPEMEHH.
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IIyHKTBI KOHTEKCTHOTO MeHI0 aBapuu (4acTh 2 U3 2):

IIyHKT MeHI0

JleilicTBHE

Tloracutn

[TepeBon aBapuu BpyuHyto B coctosinue CLEARED.

Ecnu  ycnoeus 6o3muxnogenuss asapuu  npooonxicaom
BbINOIHAMBCA, HOBOU ABAPUU CO30AHO He Oyoem.

OTMEHHTH NoTalIeHue

B03BpaT MOTalIeHHOM aBapuu B IpCAbIAYIIEC COCTOAHUC.

IToracurs u yganurs

[lepeBox aBapuu Bpyunyio B coctossuue CLEARED c¢

MOCIIEAYIOIINM yJaJCeHUEM. VYV nansemMeie aBapuu
IOMEYAIOTCSI CUMBOJIOM 1.

OTMEHUTH yaalieHHne OTMeHa yaalleHHs aBapyu.
Ilpu ommene yoanenus asapuu OmMMeHbl NO2AULEHUS

asapuu He NPOUCXooum.

AKTHUBHBIE aBapuHu

OTKpbITHE TaOIHIIBI AKTUBHBIX aBapHil 00BEKTA UITH CBS3H.

Hcropus aBapuit

OTKphITHE TAONUILBI UCTOPUYECKUX aBapuil 0OBEKTa WU
CBSI3U.

CaoiicTBa

OtobOpakeHre BCIUIBIBAIOIIETO OKHA CO CBONCTBAMH
00BEKTa WM CBS3H.

3anaTh KOOPAUHATHI

OTtkpeiTHE KapThl, rjae MO>HO BBIOpaTh
MECTOPACHOJIOKEHNE 00bEKTa, €CIM Y 00beKTa He 3aJjaHbl
KOOpJMHATBHI.

IlokazaTe Ha KapTe

Oto0paxkeHue oOBEKTa Ha TeoKapTe, eciau y OOBeKTa
3aJ]aHbl KOOP/IMHATHI.

IIepenitu 1o anpecy

OTkpbITHE B HOBOM BKJIaJKe Opay3epa CTpaHUIIbI,
yka3zaHHOH B cBoiicTBax o0bekTa (URL nnu IP-anpec).

OtkpsiTe SSH-TEpMUHAN

Otkpeitne  SSH-TepMmuHana, KOTOpbId — oOecrieunBaeT
ynpoménnbiii foctyn uz Web Ul k TepmuHany cepsepa u
MIO3BOJISIET €T0 aJIMUHUACTPUPOBATb.

OtkpsIiTh telnet Tepmunan

Otkpeitie telnet-tepmuHana, KoTopelii  oOecreunBaeT
ynpouénnbiii noctyn u3 Web Ul k TepmuHany cepBepa u
ITO3BOJISIET €r0 aIMUHUCTPUPOBATD.

Onepanuun Cnoucok omnepaumii cBsizu. Kaxnayro omepamuio MOXKHO
BBITIOJIHATH TIOCPEACTBOM MEHIO.

VY namute VYnanenne aBapum W3 COHCKa 0€3  BO3MOXKHOCTH
BOCCTAHOBIJICHU .

Onyus 0ocmynHa moabKo 018 UCOPUYECKUX a8apull.
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4.3 lNaHenb MHCTPYMEHTOB

[Tanens MHCTPYMEHTOB

pacrojoXeHa B BEpPXHEM IIPaBOM YIIy OKHA M COACPKHUT

MHCTPYMEHTBl YIpPABJIECHUS [Js ONEpaluid HaJ d3JeMEHTaMM (CO3JlaHue, yAaJeHHE), a
TaK)Ke MHCTPYMEHTHI ¢ nH(popMarliueii o pabore cucremsl (Puc. 16):

L EUN TR O [ | & admin ~

KHonkn naneian HHCTPYMEHTOB!

Puc. 16. Ilanenv uncmpymenmos

Knonka

Onucanue

Buja xHONKH 3aBHUCHT OT IIOCJIEIHETO BbI6paHHOFO HeﬁCTBHH B
BhITIaAAr0OIIEM CITHMCKE.

Coznath 00beKT. OTKpPBIBAET OKHO CO3[]aHUSI HOBOTO JI0YEPHETO
00BEKTa ISl TEKYIIETO 00BEKTA.

Coznath ccpiiky. OTKpBIBAET OKHO CO3JaHHs HOBOM CCBHUIKM Ha
00BEKT.

Co3nmath OKHO CO3JaHHd HOBOU

IIOJJIOKKH.

MMOJIOXKKY. OTKpBIBaeT

Coznate cBs3b. OTKPBIBAET OKHO CO3/IaHUS HOBOM CBSI3H MEXIY
JIBYMsI OObEKTaMH.

CO3,[[3.TB IIOTOK. OTKpLIBaeT OKHO CO3JaHHusg HOBOI'O IIOTOKa
MCKAY HECKOJIbKNMHA 00bEKTaMH.

ore ITonHOSKpaHHBIA pexuM. BKIIIOYaeT IOJTHOKPAHHBIM PEKUM
Opaysepa. [lyig BbIX0J1a U3 MOJTHOAKPAHHOTO PEXKUMa IOCTATOUHO
MIOBTOPHO HaXaTh 3Ty KHONKY uiu F11.
ol Vnanenue snemenToB. [lpu Haxkatum ATOM KHOMKK MHTepdelic
NIEPEXOJIUT B PEKUM YJAJICHUS YIIEMEHTOB.
& admin ~ Texymuit monp3oBarenb. OTOOpakaeT UM TOJIB30BATENS, O]

KOTOPBIM COBEpIIEH BXOA B cuctemMy. Haxarue KHONKH
OTKPBIBAET MEHIO, (PYHKIIMHM KOTOPOTO OMUCAHBI Aajiee.
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4.3.1 MeHI0 TeKyulero nosib3oBartens

MeHI0 OTKpBIBAaETCs P HAXKATHU KHOIIKU C IMEHEM TEKYILEro T0JIb30BaTe sl Ha IaHeI
uHcTpymeHToB (Puc. 17):

= H3bik >
# Kondurypaums

© Bepoun 3579

& O6wexTos 3014 Eal Tema R
&f [oxymeHTauua oF Pacwupenua
&; RESTAPI  Boiitu

Puc. 17. Menio mexywezo nonvzosameis

ITyHKTBI MEHIO TEKYILIero noJib30BaTes .

ITyHKT MeHI0 HeiictBue
A3k [lepexnrounTs s3bIK UHTEPDETica.
Kondurypamust | OTKpBITh OKHO ¢ aJAMHHHCTPATUBHBIMA HACTPOMKAMHU CHCTEMBI U
M0JIb30BATENEH.
O cucrteme OTKpBIBAET CIIUCOK, COAEPKAIIUMI MOMTYHKTHI:
e Bepcus: 3.5.79 — Texymas Bepcust cepBepa;
e OOwextoB 3014 — o6mee uyHucao OOBEKTOB, JIOCTYIHBIX
MOJI30BATENIO;
e JlokyMeHTalus — CChUIKA Ha AKTyaJIbHYIO BEPCHUIO JOKYMEHTALINH;
e REST API — ccrutka Ha ortucanne REST API-MeTo/10B CHCTEMEL.
Tema [Tepexmtounts TeMy opopmiieHus uuTepdeiica.
Pacumpenus OTKpBITh CIUCOK YCTAHOBJIEHHBIX PACIIUPEHUI.
Berrittn BBIxo u3 cucteMsl U epexoj] Ha CTPaHUILy aBTOPU3ALIHH.
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4.4 MNMaHenb HaBUrauumm

[Tanens naBuramuu (Puc. 18) pacmosnokeHa B JI€eBOM 4acTH OKHA M MPEACTABISIET COOOM
JIepeBO BceX 0OBEKTOB U CBSI3€H, JOCTYIHBIX TEKYIIEMY IOJIb30BATEIIO:

DUNLTp - o x

I - | ¥ Infrastructure
—l _ | f Host Windows PC

l + | @ TeamViewer
I Internet

Puc. 18. Ilanenv nHasueayuu

[lanenp HaBUTraUMM OTOOpa)kaeT akTyaJbHYI0 HH(OPMALMIO O TEKYIIMX COCTOSHUSX
O00BEKTOB U CBSA3€H, BBIJEIASA X COOTBETCTBYIOLINM LBETOM.

[Ipu BbIOOpE 0OBEKTA HA IJIABHOM 3KpaHE OTKPBIBAETCS TOMOJIOTHUS BIOKEHHBIX OOBEKTOB
BbIOpaHHOrO 00BekTa. Eciu BiIOKEHHBIX OOBEKTOB HET, TO OTKPBIBAETCS MOIpOOHas
uHpopmanus 00 oObeKTe.
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CucreMoii peaycMOTpeH psiJl CTAaHJAPTHBIX BO3MOXKHOCTEH:

® U3MEHEHHE Pa3MEPOB MAHEH MEePETACKUBAHUEM €& TPaHUIIbI;

® CKpBITHE/BOCCTAHOBIICHHE TTAHEIIH;

® CBOpAYMBAHME U PA3BOPAYMBAHHE BETOK.

e (GWIBTP MO UMEHU OOBEKTA: MIPHU BBEAEHHOM (PHIIBTpE OYAYT OTOOpaKaThbCs TOIBKO
00BEKTHI, COOTBETCTBYIOIINE (PUIIBTPY, U UX POAUTEILCKUAE OOBEKTHI,

@ [1lo ymonuanuro guremp npumensemcs 6caKuii pas, Koeoa USMeHACmcs noje;
npu 601bLWOM Koauuecmee oObEeKmo8 8 maKkom ciyuae Mo2ym Npoucxooumbs
3adepoicku. B pasoene Tree kongueypayuonnozo  ¢aiina  kiuenma
/etc/saymon/saymon-client.yaml MOJICHO BKAIOUUMb KHONKY NPUMEHEHUS (huibmpa

(Puc. 19):
batt - | N
I- & rROOT
I- @ Eneray
| ©Battery B
| ©Battery B2
I £ Battery B3

Puc. 19. [lanenv nagueayuu co 8KII0OYEHHOU KHONKOU NPUMEHeHUs. (hutbmpa

@ [oopobnyto  ungopmayuio o  aiine  [etc/saymon/saymon-clientyaml  cm. 6

"Pykosoocmee aomunucmpamopa” 6 noopazoene 3.1.4 "Hacmpotixa snemenmog
web-unmepdpetica” na cmp. 49.

KHonku nanejiy HaBUTallMH:

Knonka Onucanune

[TpumeneHnue BBeIEHHOTO (PHUIBTPA.

Copoc punbTpa.

- CKpbITHE BCEX DJIEMEHTOB JIEpEeBa 10 BBICIIETO YPOBHS HEPApXHH.

+ OTto0OpaxkeHue Bcex JIEMEHTOB JIepeBa 10 HU3IIETO YPOBHS HEPAPXUU.
% CKpbITHE NTaHENH.
=
CKpBITYIO0 NaHEIb MOXHO BOCCTAHOBHUTH KHOIIKOHN Ha TaHEeNHd PEKUMOB

0TOOpayKeHMsI UM HA)KaB Ha JICBYIO TPAaHUILY IJIABHOTO SKpaHa.

— + CBOpa‘II/IBaHI/IC " pa3BOopadyuBaHHUC OTACIBHBIX BETOK COOTBETCTBECHHO.
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4.5 MNMaHenb pe>XxuMoB OoTO6parkeHusn

[Tanens pexumoB otodpaxkenus (Puc. 20) pacronokeHa B J€BOM BEpXHEM YIUIy OKHA U
COJICP’KUT JJIEMEHTHI  YIPAaBICHHUS JJS TEPEKIIOYEHUS PEKUMOB  OTOOPaKEHUS
nHpopManuu:

= [&] 0| 9= = 49

Puc. 20. Ilanens pescumos omodbpadicenus

KHonkn naneian PE€XKUMOB 0T06pamemm:

Knonka

Onucanune

il
~~
il

CkpbITh/TIOKa3aTh IepeBo. CKPBIBACT/TIOKA3BIBACT ITAHETh HABUTALMU HA
JKpaHe.

i R [Tepexnrouaer peKuM 0TOOpaKCHHS HA CTAHAAPTHBIA BU/T.

Q [epekmogaeTr pexxuM 0TOOpaKEHUS Ha TEOKAPTYy.

= [Tepexmrovaer peKuM 0TOOpaKCHHS Ha TAOJUIHBIN BUI.

o [TepexirouaeT pexxuM 0TOOpaKEHUS Ha CETKY.

= [TepexirouaeT pexum 0ToOpakeHHs Ha OIPOOHYI0 HMH(OPMAIIHIO.
[Touck u rpynmnosslie oneparui. OTKPhIBA€T OKHO MOUCKA 00BEKTOB U

TPYIIIOBBIX OIl€panuil HaJ HUMH.

Kypnuan cobpituii. OTKphIBaeT OKHO JKypHaja COOBITUI B HOBOM BKJIQIKE
Opaysepa.

MHnuneHTol. OTKpBIBaCT CITMCOK Hp06J'IeMHBIX 0OBEKTOB.

KpacHsrit uaamkarop coobmaer o0iee KOTMIeCTBO aKTUBHBIX UHITHICHTOB.
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4.6 "XnebHble KpoWKN"

[Tanens "XyeOHBIX KpoOIIEK'" OTOOpa)KkaeT MOJIHBIA IMyTh K MPOCMAaTpUBaeMOMY OOBEKTY B
UEepapXuu U TPENOCTaBIsIET BO3MOXKHOCTH OBICTPOrO Iepexona K JoOoMy u3
MIPOMEXYTOUHBIX YPOBHEI.

KHomkyn B mpaBoil YacTH MaHEIM 3aBUCAT OT BBIOPAHHOTO pEXHMa OTOOPaKEHUS
(Puc. 21, Puc. 22):

Staging Office / Infrastructure /! Host Windows PC O] [ - =

Puc. 21. Ilanenv "xnebnvix kpouwtex" ¢ cmanoapmuom uoe

Staging Office Infrastructure Host Windows PC @ 8 + -

Puc. 22. [lanenv "xnednvix kpowek" 6 suoe noopodoHol ungopmayuu

Kxonku nanenn "xje0HbIX Kpouek' :

Knonka Onucanue Pexum oTo0Opaxkenust

o Jlnana3oH BpeMEHH BHKETOB. CraHmapTHBIN BUA U BU]T

noapooHON nHhOPMaITUH
MeHnsieT nrana3oH BPEMEHH ISl BCEX 0TOOpakaeMbIX Ap (bopmart

rpauKOB U BUKETOB.

3 Oxcrnopt B Excel. CrannapTHbIN BUJ

Beirpyxaer Bumxersl Tuna "I'paduk" nouepHux
00BEKTOB.

53 Cerka. CranmapTHbIA BUJ

OTtoOpaskaeT/CKpbIBAET CETKY ISl BBIpaBHUBAHUS
0OBEKTOB.

* IToToku. CranpapTHbIil BUA

BxurouaeT/BbIKIIO4aeT 0TOOpaXKEHHE MOTOKOB.

- Jl06aBUTH BUIKET. Bun nonpo6Hoit
OTkphIBaeT OKHO JOOABICHUS BUIKETA. uHpopMaun

+ PazBepnyTh BCE. Bun nonpo6Hoii
Pa3BopaunBaer Bce CeKIIMU U TpapuKy. uHpopManum

- CBepHYTH BCE. Bun nonpo6Hoii
nHpopmanuu

CBopaunBaeT Bce CEeKIUU U rpaduKu.
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CchblIKM HA JOKYMEHTAIUI0

CCbI/IKM Ha AOKYMEHTAaL Mo

e [lopran nokymenramuu o IlenrpansHomy Ilynery:
https://wiki.saymon.info

e [loxpobHoe onrcaHue MPOrpaMMHOTO HHTepdeiica U MpuMepsl (Ha aHTJIMHCKOM SI3BIKE):
https://api.saymon.tech
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