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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'maBa 1: Ucxoannlie 1aHHbIE

1 WMcxopaHble gaHHble

HenTpanpusii [1yneT - 970 mnaTdopma A BU3yanu3alil U MOHUTOPUHTA paOOThI CETH,
000pyI0BaHUs, IPHIIOKEHHUH U CITYXkO.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'maBa 1: Ucxoannlie 1aHHbIE

1.1 Marepmanbl, ucnosnb3yembie Npu pa3paborke PpyHKLMOHANIbHOMN
yactu AC

[Tpu pa3paboTke PyHKIMOHATBHON YacTH MPOEKTa OBUIH UCTIONb30BaHbI CICAYIOIINE
MaTepHuabl:

e konuenuus AC "llentpanbubiii [ynsT",

® TEXHUYECKOE 3aJaHue Mo pa3padorke nuinotHoro npoekta AC "LlenTpanbHblii
[Tyns1",
e Ou3Hec-TpeOOBaHM OT TOTEHIUAIBHBIX [10JIb30BaTENCH,

e J[aHHBIC, IOJYyYCHHBIC B PE3yJIbTaTE OMPOCa JIUIl, OTBETCTBEHHBIX 3a pa3padOTKy
CUCTEMBI,

e cxema (QYHKIMOHAIbHON CTPYKTYPHI.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'maBa 1: Ucxoannlie 1aHHbIE

1.2 Ocob6eHHOCTH O6beKTa ynpaBJsieHUn

IIpu pazpaborke AC "LlentpanbHbiid [lyapT" yuuThiBasicst psy 0cCOOCHHOCTEH, KOTOpPHIS
MOBJIMSUTA HA TIPOEKTHBIC perieHus. K 3TUM 0COOCHHOCTSIM OTHOCUTCSI YBEIHMYCHUE YUCIIA
NapTHEPOB M3 PA3NUYHBIX cep ACSITENbHOCTH, 4YTO BJIEUET 3a co0OM peryispHoe
YCOBEPIICHCTBOBAaHUE (DYHKIIMOHANIA, HHTETPAIUIO C JIOKATBHBIMU U BCIIOMOTATEIIbHBIMU
AC napTHEpOB, BBEICHHUE B HKCIUTYaTaI[UI0 HOBBIX CIOCOO0OB cOOpa JaHHbBIX.

B cBs3u ¢ atum 3aknagsiaeMblie B AC "LlenTpanbHelii [1ynbT" npoeKkTHbIE peLIeHus
JOJKHBI 001a1aTh JOCTATOYHOM CTENEeHbI0 TMOKOCTH M MacCIITaOUpPyeMOCTH.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'maBa 1: Ucxoannlie 1aHHbIE

1.3 Cucrembl ynpassieHusi, B3aMMOCBsAI3aHHble ¢ pa3pabaTbiBaeMon

AC

Cucrema CoCTOMT U3 CICAYIOUX JIOTUYCCKUX MMOACUCTCM!

Server - meHTpalM30BaHHBIN CcepBep, HA KOTOPOM XPAHUTCS U aHATM3UPYETCS
uHpoOpMaIKs, MOJyYeHHAs OT areHTOB, a 3aTeM OTHAETCs KIMEHTY. Takxke 37ech
coZiepKUTCS MHPOpMaLus 00 yUETHBIX 3alUCSAX MOIb30BATENIEH.

CYB (MongoDB, OpenTSDB) - COBOKYIMHOCTh WPOTpPaMMHBIX CPEICTB,
MpeTHa3HAYEHHBIX JIJISl CO3/IaHUsl, HCIIOIh30BAHS U YIIPABICHUS 0a3aMu JaHHBIX.

Agent - MHO>KECTBO areHTOB CHCTEMBI, YCTAHOBJICHHBIX Ha y3J1aX HH(PACTPYKTYpHI
u cobuparommx HHGOpMaruioo 1o HUM. [lonydeHHBIE JaHHBIE NEPUOTUYECKU
OTIIPABJIAOTCS B KAIIU 3aTEM aHAIU3UPYIOTCS CEPBEPOM.

Knuent - TOHKHH Web-KIMEHT CHUCTEMBI M KIMEHTHl [UI1  MOOWIBHBIX
onepannoHHbIX cucteM Android u i0S.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'maBa 1: Ucxoannlie 1aHHbIE

1.4 OnucaHme nHcpopMaLUMOHHOMU Moaenn obbekTa

Nudopmanmonnoe obecrieuenne AC "lenrpansubiii IlyasT" BkiItOWaer B cels
BHYTPUMAIIMHHOE ¥ BHEMAITMHHOE HH()OPMAIIMOHHOE 00ecTieueHue.

B CcoCTaB BHCMAIIMHHOI'O I/IH(bOpMaI_[I/IOHHOl"O obecrneyeHus BXOOUT cucreMma
AOKYMCHTAIUU.

B coctaB BHYTPUMAIIWHHOI'O I/IH(l)OpMaHI/IOHHOFO obecrneyeHus BXOJAT:

® [[CHTPAJIbHOE XPAHUJIUILIC JAHHBIX,

® IIeHTp 00pabOTKU 3aIPOCOB KIIMEHTA,

Habop NodeJS-npunoxeHui,

CETeBOE KypHAIUPYEeMOe XpaHUIuIIe TaHHbIX Redis,
cucTtema ymnpasieHus 6azamu qaHHBIX MongoDB,
0a3a maHHBIX BpeMeHHbIX psnoB OpenTSDB.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 2: leam AC n aBTomaTtusupyemblie QyHKIUN

2 Uenun AC n aBTOMaTU3npyembie pyHKLUU

Lenu cozmanust maat(opmsl:
® YIIPOCTHUTH COOpP U aHaIM3 HH(POpMAIH;
® YCKOPHTH IpOIecC 00paOOTKHU IaHHBIX U CIIENIATh €r0 aBTOMAaTH3UPOBAHHBIM;
¢ BH3yaJIU3HUPOBATH MOJYICHHBIC U 00paOOTaHHBIC JAHHBIC;
e o0ecrmeyuTh OecCpepbIBHOE XpaHEeHHEe HH(OpMAIUK;

L] ABTOMATHUYCCKU yBeI{OMJISITb HOHB3OBaTCJ’Ieﬁ O COCTOAHUAX OGT:CKTOB YI[O6HBIM JJIA
HHUX CIIOCOOOM;

® ABTOMAaTUYECKU UCIIPABIIATH aBAPUNHBIC CUTYALUH;

¢ YIPAaBJIITH 00BbEeKTaMH MOHHUTOpHHIA.

[Tnardopma "LlenTpanpabiii [TynsT" obecriednBacT peann3auio CICTYIOMNX (YHKITHA:

® [PEICTABJICHUE INPAKTHYECKU JHOOOr0 OOBEKTa OKPYKAIOIIEro MHpa B KadyecTBE
00BEKTa MOHUTOPHHTA;

® CMEHA COCTOSIHHS OOBEKTa B COOTBETCTBUU C 33JaHHBIMHU YCIIOBHSIMH,

® ABTOMATHYECKOE BBIMOJIHEHUE MTPEIONPEICIEHHBIX JICHCTBUN;

® XpaHCHHE OPUTHHAILHBIX 3HAYCHHI MTOKA3aTEJICH 32 MPOMEKYTKH BPEMEHU;

e o0ecreueHue aHaIKM3a B TAOIMYHON U Tpadudeckoit popmax;

® Tpe/CTaBIeHHE OOBEKTOB, COTIACHO UX reorpauuecKOMy MECTOPACIIONOKEHHUIO;
® HCITOJIb30BaHHE THOKOTO MEXaHW3Ma OMOBEIICHU;

® TPYNIUPOBKA OOBEKTOB MO 33/IaHHBIM OOIIUM KPUTEPUSIM;

e peoOpa3oBaHKE JAaHHBIX B KOMITAKTHBIN BUJI U UX IKCIIOPT;

® TMpUKpEIIEHHE JOKYMEHTAIIMU U 0TOOpaKeHHE CBONCTB OOHEKTOB;

e ympaBie€HUE aIMUHUCTPATUBHBIMHU HaCTpOMKaMU U3 web-uHTepdeiica.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3 XapakTtepucTtuka ¢pyHKLMOHAJIbHOW CTPYKTYpblI

[Iporpammuoe oGecrieuenue rmiatdopmel "llenTpanbubiii [IynsT" nMeer oTkpbiThie API-
uHTEepQEeiichl, KOTOpble 00ecreYnBal0T WH(POPMALMOHHYI0 COBMECTHMOCTH CHCTEMBI W
BO3MOXXHOCTh MHTETPALIUU C IPYTUMHU aBTOMATU3UPOBAHHBIMU CUCTEMAMHU.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.1 lMNepeueHb noacucrem AC

CucreMa COCTOUT M3 CICIYIOIIUX JOTHYECKUX TTOACUCTEM:
1. Saymon-server
[Toncucrema obecrieunBaeT BHITOTHEHHUE CICAYIONIMX (YHKITUI:
® TOJyYCHHE YBEJIOMIICHUH 00 OmmMOKax nepeaayn JaHHbIX;
® HACTPOWKA U KOHTPOJIb JOCTYIA K 00bEKTAaM CUCTEMBI;
® KOHTPOJIb IEJIOCTHOCTH JaHHBIX;
e ympaBlieHUE padOTOM IPYrUX MOJCUCTEM;
® pearnpoBaHWE Ha BOSHMKHOBEHUE aBAPHIHBIX CHTYaIUH;
e 1peoOpa3oBaHUE JAaHHBIX B TPEOYEeMBbIil cCUCTEMO# popmar.
2. CYBJl (MongoDB, OpenTSDB).
[Toncucrema obecrieunBaeT BHIIOTHEHNUE CICAYIONIMX (QYHKIUI:
® XpaHCHHUE JIaHHbBIX;
® 3arpyska IOJYYCHHBIX JaHHBIX B CUCTEMY,
® pE3epBHOE KOMMPOBAHUE;
® BOCCTaHOBJICHHUE 0a3bl JAHHBIX MOCJIE COOCB;

® I KypHAJIMPOBaHHME NEpEeNaHHOM M IMOJy4eHHOH HH(opManmuu OT cepBepa K
KJIMEHTY U HA000pOT.

3. Saymon-agent.
[Toncucrema obecrieurBaeT BHITOTHEHNE CIIEAYIOINX (YHKIUIL:
e cOop nHpopMauu Ha BHIOPAaHHOM 00BEKTE MOHUTOPHHIA;
e aHaJM3 NOJy4YeHHOU MH(pOpMaIUK;
®  BBINOJIHEHHE 10JIb30BATEIbCKUX CKPUIITOB;
® OCYIIECTBIICHHE KaK IMAaCCHBHOTO, TAaK U aKTHBHOTO MOHHTOPWHTA;
e oOTIpaBka 0OpabOTaHHBIX TAaHHBIX CEPBEPY.
4. Kmuent (Web, Android, IOS).
IToncucrema obecreurnBaeT BHIIOIHEHNE CIEAYIOMNX (DYHKITHIA:
® HacTpoHKa yCIOBUH MOHHUTOPUHTA;
® CO3J1aHHE U BBIOOP OOBEKTOB;
® HacTpoika 00bEKTOB MOHUTOPUHTQ,
e yIpaBlieHHE MOJIb30BATEISIMH;
e KacTromuzanus uHTepdeiica;
® TIPOCMOTP M U3MEHEHHUE TEKYINX COCTOSHUH;

® TIOCTpOCHHE TPA(UKOB.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.1.1 Moacucrema "Saymon-server"

Saymon-server - na6op NodeJS-mpuinoxeHuii, KOTOpbIEe B3aMMOJICHCTBYIOT MEXYy COOO0M
1 CO BCEMU OCTaJIbHBIMUA KOMIIOHCHTAMHU.

BBII[CJ'IS[IOTCH CICOAYIOMUE COCTABIAOIUE ITOACUCTEMBI:

e Web-cepBep - aro HTTP-cepBep, obcimykuBaroIiuii 3ampocs! kiuenTa. OH oTaaér
cratudyeckue aeMeHThl web-untepdeiica (HTML, JavaScript, CSS), a Ttaxxke
npokcupyer 3ampockl oT kiueHTa kK REST-cepBepy. B kadectBe web-cepBepa
ucnosb3yercss NGINX.

e REST-cepBep - cepBepHbIii KOMMOHEHT, oOpabartpiBaroruii REST-3ampockr ot
JavaScript-kommnonenToB Ha ToHnkoM kiueHTe. Yepe3 REST API kineHT moiyvaer
BCI0O uHpopManuio 006 WHPPACTPYKTYpe, a TaKKe MPOU3BOJAUT MAHMITYJSIUH C
unppactpykrypoir. REST-cepBep peanmuzoBan B Buae otaenbHoro NodelS-
MPUIIOKEHUS.

e (CepBep HaHHBIX - MPOM3BOAUT AHAINU3 JAHHBIX, MOCTYNHBIIMX OT areHToB. B
YaCTHOCTH YIIPABIIAET JIOTUKOW CMEHBI COCTOSIHUM y 00BEKTOB U cBsizeil. CepBep
JTAHHBIX peaNn30BaH B BUJE oTAeIbHOr0 NodelS-npuinokeHus.

e Kom B mamsatu (In-Memory xamr) - NOSQL-xpaHunuiie AaHHBIX THHA "KIHOY-
3HadyeHue". XpaHuT Oa3y JaHHBIX B OINEpPaTUBHOM naMmsATH, Oiarojaps demy
BO3MOYKEH OBICTPBINA JOCTYH K JaHHBIM M UX ObIcTpas oOpaboTka. B kauectse In-
Memory ka1ia ucronssyercst Redis.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.1.2 Moacucrema "CyYBA"

CYB/l - moacucreMa, KOTOpas OTBEUaeT 3a XpaHEHUE M Tepefady JJAaHHBIX MEXIY
y4aCTHUKaMHU OOMEHa.

CYB/l miatopMbl BKITFOUAET B c€0s ABA KOMITOHEHTA!

e MongoDB - cucrema ymnpaBineHus 0a3aMu JTaHHBIX, KJIacCH(UIIMPOBAHHAS Kak
NoSQL,;

e OpenTSDB - 6a3a manabIx BpeMeHHBIX psaaoB (Time series).

CYBJl umeer API-unTtepdeiic, KOTOPBIA MO3BOJSET 3arpykaTh JaHHBIC HANPSMYIO, HE
JOKUJasiCh OTBETA OT CEpBEpa.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.1.3 Moacucrema "Saymon-agent”

- - KOMIIOHCHT CHCTEMBI, COOH aIOH_[I/Iﬁ JAHHBIC O HAOJHJAaCMOM Y3JIC U
Saymon-agent eMbI, CO0 e S e e
pacIoyio’KeHHBIX HAa HEM 00BEKTAaX, a TAK)Ke CBA3AX JAaHHOTO Y3JIa.

JlanHble, cOOpaHHBIE ar€HTOM, IEPUOINYECKH OTIPaBIA0TCS B In-Memory k311 u 3aTemMm
aHAJIM3UPYIOTCS CEPBEPOM. ATEHT peajan30BaH B BUAE Java-TIpUI0KEHUS.

HOI[CI/ICTeMa MMO3BOJIACT OCYIICCTBIIATDH KaK aKTHBHBIfI, TaK ¥ IMaCCUBHBIN MOHHUTOPHHTI.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.1.4 Moacucrema "KnueHtr"
KJ’II/IGHT - OCHOBHOfI HHCTPYMCHT KOHCYHOTI'O IT1OJIB30BATCJIA.

[Moxcucrema "KiueHT" MOXKeT OBITH IPECTABICHA ABYMSI CIIOCOOaMMU:
e uepes Opayszep Google Chrome Bepcun He HUXE 58.0;

Cmabunvnocmes pabomwvi Kiuenma cucmemvl 8 opaysepax Auoexc, Safari,
Opera, FireFox ne capanmupyemcsi.

e yepe3 MoOUIBbHOE npuiokeHue i Android mmm 108S.
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 3: XapakrepucTuka (yHKIMOHAJbHOM CTPYKTYPbI

3.2 Tpe6oBaHUA K BpEMEHHOMY perjlaMeHTy U XapaKTepucTtukam

TpeOoBaHusi K BpPEeMEHHOMY pErjaMEeHTy M XapaKTepPHCTUKaM Mpollecca pealn3aiuu
ABTOMATU3HPOBAHHBIX byHKIUH COOTBETCTBYET o0ImmM TpebOBaHUIM K
ABTOMATH3UPOBAHHOHW CUCTEME, H3JI0KEHHBIM HIKE.

[Ipy TpoeKTUpOBaHWU U Pa3padOTKE TMOJCUCTEM YYHTHIBAIHCH CIEAYIONUE OOIIHe
TpeOOBaHUS:

pa60Ta C IIpOorpaMMHbIM obecrnieyeHreEM JOJIDKHa OCYIICCTBIIATHCS IMOJIB30BATCIISIMU
1 aJMHHUCTPATOPaAMH CUCTEMEIL,

A0CTyIl K (bYHKHI/IOHaJ'Iy JOJDKCH  OCYHIECTBIATHCA B  COOTBETCTBUHM C
BBIJACJICHHBIMU IIpaBaAMU U YPOBHCM NOCTYIIa HOHBBOB&TCHCﬁ;

IIPpOUCXOAIIHEC COOBITHUSA JOJI2KHBI (1)I/IKCI/IpOBaTLC$I B CHUCTCMHOM JKYpHAJIEC C
YKa3aHHuEM THUIId CO6I>ITI/II71, BPpCMCHH €TI0 BBIIIOJIHCHHA U MMCHHU y‘léTHOﬁ 3aIinucu
IMOJI30BATECJIA, MHULUHUPOBABLICTO €I'0.

TeopeaneCKaﬁ Harpy3ka, YYUuTbIBaABIIAACH IMPU NPOCKTUPOBAHUU IPOIrPaMMHOI0 odecrmeyeHHs

TecTupyemsiii Cpenuss
py Iloka3zarennb pei
npouecc BeJINYHHA
12 300
MakcumanbHas IPOIyCKHasi CIIOCOOHOCTh areHTa
cooOmieHus/c
SNMP-Tparsr MakcumanbHast TPOIMyCKHasi CIIOCOOHOCTb 3800
cepBepa cooOteHust/c
3anepxka 12 mc
3arHch MpHIIEIIX MakcumanbHasi IpOIyCKHAsI CIIOCOOHOCTh 45000 cobbiTHsI/C
AQHHBIX 3agepxkka 1 Mc
YBenomieHus o MaxkcumanbHas IpoIycKHas CHOCOOHOCTh 2 150 cobmITusi/c
JAHHBIX JIATIYMKOB HA
YIAJIEHHBINA areHT 3anepxka 12 mc
[TpomyckHast ciocoOHOCTH 50 000 meTpuxu/c
CKOpOCTb OTOOPaKEHUS TAHHBIX 83 000 meTpuku/c
Cpennee BpeMsi OTKIIMKA MPU 3alUCH TAHHBIX 201 mc
Cpennee BpeMst OTKJIMKA ITPU OTOOpasKeHUH 2 e
JTAHHBIX
Hcropuueckue N
p Pa3zmep 3anucu 6 GaiT
JTAaHHBIE
OO0BEM HCTOPUYECKUX JAHHBIX 32 OJHMH TOJI IO .
. P A A g 3 Mbaiit
OJTHOW METpHKE
O0BEM HCTTONIB30BAHHOM MAMSTH areHTa 55 Mobait
CKOpOoCTb OTOOpaXKEHUS TaHHBIX 700 3ampocel/c
Cpennee BpeMs OTKJIMKA 2 Mc
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OnucaHue aBTOMATU3IUPYEMbIX PYHKLLUMMA

I'naBa 4: TunoBble penieHus

4 TwnoBble peweHus

B mponecce pa3pa60TI<H CHCTEMBI OBIJIA MCITOJIb30BaHbI CICAYIOIHUE TUIIOBBIC PCIICHUSA !

e ucnojb3oBaHue apxutekTypbl "KinmenT-CepBep-AreHT" sl MOCTPOCHUS CHCTEMBI
MOHHUTOPHHTA;

e wucnonp3oBanue apxurektypel MVC (Model-View-Controller) mns  moctpocHwus
Web-npunoxenus;

e ucnosnb3oBanue JSON-dopmara as nepefaun JaHHBIX MEXY KIMEHTOM, CEPBEPOM
U areHTOM,;

® UCMOJb30BaHUE M1a0JI0HA MpoeKTHpoBaHus Message Bus as oOMeHa cooOLeHusIMu
MEXIYy MOLYJIIMU CEpBEpa.
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